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1. System Requirements

Make sure the participating machines meet these requirements before beginning.

NOTE: This chapter applies to machines without AD/LDAP for Linux or UNIX.

Windows

Before joining a UNIX machine to a domain, make sure Windows Server 2003 R2 includes the
Identity Management for UNIX component.

Installing Identity Management for UNIX

NOTE: If your machine is not using an “R2” version server, you must download the Microsoft
Services for UNIX 3.5 component from Microsoft and either install it or upgrade you server to an
“R2” version.

To install Identity Management for UNIX:

1. In Control Panel, open the Add or Remove Programs window and click the
Add/Remove Windows Components button.

2. From the Windows Components wizard that appears, select the Active Directory
Services checkbox and click the Details button.

3. From the Active Directory Services window that appears, select the Identity
Management for UNIX checkbox.

Windows Compaol
‘Windows Components ¥
‘You can add ar remove components of Windows "’E
l
Toadd To add or remave a component, click the check bow. 4 shaded box means that only part
0 ac BrIEMave s ¢y companent will be installed. Ta see what's included in a companent. click Details.
pat of the compan
Details. Subcomponents of Active Dirsctory Services:
Lompanents: [ & Active Directory Application Mode [ADAM) 153ME |
coessorie | [ agh Active Directory Federation Services [ADFS) 0.0MB
tive DircJl M [ |dentity Management for UMIX

clive

eApplicat\or
] [#8 Cettificate
1 (& Distribu ted

Description: Activ j
el el e Description:  Installs Server for MIS and Password Synchronization components
Space available or
Total disk space required: 45.4 MB Details.
Space available on disk: 4712.6 MB

4. Click OK to close the Active Directory Services window and then click Next to
configure the new component.

NOTE: If needed, the configuration may prompt you to insert the Windows Server 2003
R2 installation CD.
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5. Click Finish.

UNIX/Linux

Before you start the connection procedure, make sure Samba and Winbind daemons are
installed and running at startup.

NOTE: The daemon installation process may differ depending on the UNIX/Linux flavor you are
using.
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2. Connecting a UNIX Machine
to a Domain

Windows 2003 Server R2 Configuration

To prepare Windows server:

1. Afterinstalling the Identity Management for UNIX component, a new scheme called
Unix Attributes is added to the server. Right click a user, a dialog called “<User Name>
Properties” appears.

2. Access the UNIX Attributes tab.

3. From the Nis domain, select the domain Name.

UNIX\Linux Configuration:

Preparing the UNIX/Linux machine requires editing these files:

e Jetc/hosts
/etc/krb5.conf
e /etc/nsswitch.conf

e /etc/resolv.conf
e /etc/samba/smb.conf

Follow the steps below to edit these files on your UNIX/Linux machine. Alternatively, you can
perform this procedure using SUSE GUI, as described in the Appendix section.

Editing Configuration Files:

NOTE: In the examples below, Domain is “unix. int”, and Domain Controller FQDN is:
‘dcunix.unix.int”. Additionally, the UNIX Machine Host name is: “suse01x3201".

To prepare UNIX/Linux server:
1. Goto /etc/hosts and either add or change to the following:

127.0.0.1 susi01x3201.unix.int susi01x3201 localhost
10.0.61.131 dcunix.unit.int dcunix

2. Goto /etc/krb5.conf and change to the following:

[libdefaults]
default realm = UNIX.INT
clockskew = 300
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Connecting a UNIX Machine to a Domain

[realms]

UNIX.INT = {
kdc = dcunix.unix.int
kde = 10.0.61.131
default domain =
admin_ server =

}

[domain realm]
.unix.int = UNIX.INT
[appdefaults]

pam = {
ticket lifetime = 1d
renew lifetime = 1d
forwardable = true
proxiable = false
minimum uid = 1

}

unix.int
10.0.61.

131

3. Goto/etc/nsswitch.conf and change to the following:

passwd: files winbind
shadow: files winbind
group: files winbind

files winbind
files winbind
files winbind
files winbind

protocols:
services:
netgroup:
automount:

4. Goto /etc/resolve.conf and change to the following:

search unix.int
nameserver 10.0.61.131

5. Goto /etc/smb.conf and change to the following:

# smb.conf is the main Samba configuration file.

full commented
# version at

You find a

/usr/share/doc/packages/samba/examples/smb.conf.SUSE if the

# samba-doc package is installed.

[global]
workgroup = UNIX
printing = cups

printcap name = cups
printcap cache time =
cups options = raw
map to guest = Bad User

750

include = /etc/samba/dhcp.conf

logon path = \\%L\profiles\.msprofile
logon home = \\%L\%U\.9xprofile

logon drive = P:
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usershare allow guests = No
idmap gid = 1000-30000
idmap uid = 1000-30000
realm = UNIX.INT
security = ADS
template homedir = /home/$D/%U
template shell = /bin/bash
winbind refresh tickets = yes
winbind enum users = yes
winbind use default domain = yes
winbind enum groups = yes
[homes]
comment = Home Directories
valid users = %S, %D%w%S
browseable = No
read only = No
inherit acls = Yes
[profiles]
comment = Network Profiles Service
path = %H
read only = No
store dos attributes = Yes

create mask = 0600
directory mask = 0700
[users]

comment = All users
path = /home
read only = No

inherit acls = Yes
veto files = /aquota.user/groups/shares/
[groups]

comment = All groups

path = /home/groups

read only = No

inherit acls = Yes
[printers]

comment = All Printers

path = /var/tmp

printable = Yes

create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @ntadmin root

force group = ntadmin
create mask = 0664
directory mask = 0775
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Joining a Domain:
To join the machine to a domain:

1. Restartthe smb and winbind daemons by running these two commands:

e /etc/init.d/smb restart
e /etc/winbind restart

2. If these services restarted successfully, run the command:
net ads join -U administrator

3. When prompted, enter the password.
A message appears informing that the machine has joined the domain. If the join
operation fails, try to either restart the services or restart both the machine and services,

then rerun net ads join -U administrator.

4. To make sure that the machine has successfully joined the domain, complete one of the
following steps:

e Gotothe DC. In Active directory Users and Computers, search for the
machine name.

e Runthe wbinfo —g command. This command lists the groups in the domain.

e Runthe wbinfo —u command. This command lists the users whose UNIX
attributes you have defined.

NOTE: If running “wbinfo —g” or “wbinfo -u” fails with an error, restart the
machine and then make sure the Samba and Winbind daemons are running.
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3.

Connecting to R-1 with a

Domain User

To connect to R-1 with a domain user:

1.

2.

3.

4

5.

Install R-1.
Install RTM (Repliweb Topology Manager).

In UNIX, access the /etc/pam.d directory and create a file called “repliweb”. Then,
copy/paste the following PAM authentication rules into this file:

#$PAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is

run.

auth required pam_env.so

auth sufficient pam unix.so nullok try first pass
auth requisite pam_succeed if.so uid >= 500 quiet
auth sufficient pam ldap.so use first pass

auth sufficient pam winbind.so use first pass
auth required pam deny.so

account required pam unix.so broken shadow

account sufficient pam_succeed if.so uid < 500 quiet
account [default=bad success=o0k user unknown=ignore]
pam_ldap.so

account [default=bad success=ok user unknown=ignore]
pam winbind.so

account required pam permit.so

password requisite pam cracklib.so try first pass
retry=3

password sufficient pam unix.so md5 shadow nullok

try first pass use authtok

password sufficient pam ldap.so use authtok

password sufficient pam winbind.so use authtok
password required pam_deny.so

session optional pam_keyinit.so revoke

session required pam limits.so

session [success=1 default=ignore] pam succeed if.so
service in crond quiet use uid

session required pam unix.so

session optional pam_ ldap.so

Connect with RTM to the machine.

In RTM Manager, add a new Host to the UNIX machine (i.e. the IP of the UNIX machine)
by double clicking its IP.
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The RTM Manage window appears for this UNIX machine.

6. Openthe PAM Service tab.

=g I
O Host [10.0.56.101] - RTM BE®E
5 =2 q formation =
(8 My Hosts Hosts ]
10.0.56.101 | | Scheduler {Use i Service | Pluggable Authentication Modules |
Email
User Definiti
fules PEM Service Name: replineb
License
550
i 0
R Tm— P Library Path: lbdlibpam.so. D
Disk Space
Tools [ Cantinue to local authentication an PAM Failure
Internal Processes
< >
Organizer: 10.0.56.101 Help -

a. Select the Use PAM Service checkbox.

b. Inthe PAM Service Name field, specify the file name you created in step 3
(repliweb), without its path.

NOTE: PAM Service Name is case sensitive.
c. Inthe PAM Library Path field, specify:

For 32-bit machines: /1ib/libpam.so.O0.
For 64-bit machines: /1ib64/libpam.so.0

IMPORTANT: The 1ibpam library can be stored in several possible locations
(e.g., /usr/1ib/) and may contain different suffixes. Please make sure the
specified path and suffixes are accurate, otherwise PAM authentication will fail.

7. Select if to attempt local authentication in the event that PAM authentication fails.

NOTE: If the machine has a Centrify installation, make sure the Continue to local
authentication on PAM failure checkbox is unselected. If PAM authentication is not
successful, in the PAM configuration directory (default: /etc/pam.d), add the following
lines inside the /etc/pam.d/repliweb file mentioned above:

auth sufficient pam_centrifydc.so

auth requisite pam centrifydc.so deny

account sufficient pam_centrifydc.so

account requisite pam_centrifydc.so deny

session required pam_centrifydc.so homedir
password sufficient pam centrifydc.so try first pass
password requisite pam centrifydc.so deny
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8. Open R-1 Console and connect using a domain user’s credentials.
NOTE: Provide the user's Username and Password, but leave the Domain field empty.
NOTE: When connecting to a UNIX machine, to avoid specifying a domain in the User

Name field, add “winbind use default domain = yes” tothe
/etc/samba/smb.conf file’s [global] section.
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Appendix: Joining a Domain
via SUSE GUI

Use this procedure to join a UNIX\Linux machine to a Windows domain using SUSE GUI.
To join a UNIX machine to a domain using SUSE GUI:
1. Log into the machine as root.

2. Open YaST (Yet another Setup Tool).

Documents Places System

@ Help

[## control centar

Favorite Applications

Firefox Nautilus (% vast
/ web Browser L File Browser -
& Install Software

Recent Applications

[ Logout
GNOME Terminal [ | Network Settings ] Shutdown
Command Line Ter... Configure network c...

Status

Hostnames

%-E%‘ Assign hostnames ... System Moniter

Home: 28.8G Free / 33.7G

—_— Network: wired
More Apphcatms‘-‘\ Using ethernet (etho)

L0 | S rug 5. 119 71 )

3. Search for the Windows Domain Membership network service:

YaST Control Center

Filter

@ Windows Domain Members...

Groups

Network Services

10
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4,

5.

Open Windows Domain Membership.

- Yash2 - B X

Windows Domain Membership

Membership
Domain or Workgroup

[un T

| Also Use SMB Information for Linux Authentication
| Create Home Directory on Login
offline Authentication
Single Sign-0n for S5H

Expert Settings...

Sharing by Users
Allow Users to Share Their Directories
Allow Guest Access

Permitted Group

e )

Maximum Number of Shares

[roo B
NIP Configuration...

% YasT.. [0 vasT2 |0 vesTz |3 vesTz | Maf)[E | Sun Aug 8, 2:26 PM [

= Computer

In the Domain or Workgroup field, enter the domain name. (In our example:

“‘unix.int”).

Select the Also Use SMB information for Linux Authentication and Create Home

Directory on Login checkboxes. (Do not click OK yet.)

Open YaST and search for Network Settings.

- YasT2 - 8 X

Network Settings

[ Global Options \ Overview | Hostname/DNS | Routing ]

Hostname and Domain Name
Hostname Domain Name

[Firstsusexz201 - uniint

Change Hostname via DHCP
| Write Hostname to fetc/hosts

Modify DNS configuration  Custom Folicy Rule

Use Default Policy % -

Mame Servers and Domain Search List
Mame Server 1L Domain Search

[10.06123 | unicine

Mame Server 2.

l l

Name Server 3.

l )

¥, YaST Control Cen... || (] YaST2 II]]r))\ - | Sun Aug 8, LIS3PM @

= Computer

a. Change the Hostname.
b. Change the Domain Name.
c. Inthe Name Server 1 field, add the IP of the Domain Controller.

d. Click OK.

11
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8. Return to the Windows Domain Membership window and click OK.

9. When prompted, enter the Domain Controller’s administrator password.

= YasT2 - o x

Windows Domain Membership

Membership

Domain or Warkgroup

Enter the username and the password for joining the domain UNIX.
| Also Use SMB Inforn|

v Create Home Dird To join the domain anonymausly, leave the text entries empty
Offline Authentic:

Single Sign-0n fo| Username

[administrator ]

Password Expert settings...

Sharing by Users “ l

Allow Users to Shar{ Machine Account oU
Allow Guest Access| [(default) o

Permitted Group

Maximum Mumber of Shares

[xo0 B
NTP Configuration...

| Sun Aug 8, 2:28 PM ([

= YasT2

[E Computer

10. Click OK.

If you properly configured the settings, the following message will appear: Domain
<UNIX> joined successfully.

=] YasT2 _ o x

Windows Domain Membership

Membership

Domain or Workgroup

[ urpcinT

v| Also Use SMB Information for Linux Authentication

| Create Home Directory on Logi
Offline Authentication

single Sign-0n for S5H Q Domain UNIX joined successfully

Sharing by Users
Allow Users to Share Their Directories
Allow Guest Access

Permitted Group

ez |

Maximum Number of Shares

[100 B
NTP Configuration...

Y. YaST Co.. || [ ¥aST2 [ ¥asST2 L] =] | SunAug B, 2:28 PM@

[E Computer

11. Click OK.

12
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12. When prompted, insert the SUSE installation CD.

These packages need to be installed:

Appendix: Joining a Domain via SUSE GUI

krbS-client

Cancel H Install

13. Restart the smb and winbind services.

NOTE: These services must be started at startup.

=

Membership

Domain or Warkgroup

Windows Domain Membership

YasT2 - o X

[ unncinT

| Also Use SMB Infy
v| Create Home

Single Sign-O1

Sharing by Users

Offline Authen| { ) This change only affects newly created processes and not already
running services, Restart your services manually or reboot
the machine to enable it for all senvices.

Expert Settings...

Allow Users to Share Their Directories
Allow Guest Access

Permitted Group

[oere

Maximum Number of Shares

[100 B
[H| Computer %, YasT.. [0 vas12 |3 vas1z [ sus.. | M) & sun Aug 8, 2:29 PM [

14. Make sure the machine was successfully added to the domain:

a. Open Terminal.
b. Runthe “wbinfo —g” command. This command lists the groups in the domain.
c. Runthe “wbinfo -u” command. This command lists the users whose UNIX

attributes you defined.

13
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